
 

 
 

 

 
 
 
 

P R  A C  T  I T  I O N E  R      G  U I D  E  
 

S e c u r i t y  &  C o m p l i a n c e  
S t a r t e r  K i t  
 

A practical  12-week path to ISO 2 7 00 1 ,  SO C 2 ,  G DPR  a nd DPDPA readiness  — with 

the control checkl ists,  ev ide nce  lists a nd  board metrics we us e  on l ive 

e nga gem e nts .  
 
 
 
 

W h a t  i s  i n s i d e  
 

12-week  r e a d i n es s  road m ap  with owners,  mi lestones  a n d  exit  criteria.  
 

ISO 2 7 0 0 1 : 2 0 2 2  mandatory  documentation checkl is t  ( A n n e x  A  a l igned) .  
 

S O C  2  Trust  S e r v i c e s  Cr iter ia  e v i d e n c e  matr ix  a n d  observation-window p lanner .  
 

G DP R  a n d  DPDPA p r i vac y  r ea d in es s  checkl is t :  records,  notices,  consent a n d  D S R  workflow. 
 

Vendor a n d  third-party r isk  questionnaire starter set.  
 

Board-level  s ecuri ty  metr ics  p a c k  — n ine  KPIs that s u rv iv e  scrutiny.  
 
 
 
 

F r e e  3 0 - m i n u t e  s c o p i n g  c a l l  
 

B r in g  th is  kit  to a  ca l l  a n d  we will m a p  it to your scop e,  d ea d l in e  a n d  cus tomer  

r eq u i r em en t s .  Book a t  cybersent inels . in /conta ct  
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T h e  1 2 - w e e k  r e a d i n e s s  r o a d m a p  
 

Most first-time certification programmes fail on ev idence,  not controls. This  se que nce  

front-loads scope and  ownership so the audit window is a  formality rather than a  scramble.  
 
 
W E E K S  1–2  

S c o p e  &  g a p  a s s e s s m e n t  

Define the ISMS or s yste m  boundary,  list in-scope s yste ms ,  data flows a nd  third parties, an d  

run a  control g a p  a s s es s m e n t  against  the target framework. 

 
 

W E E K S  3–5  

R i s k  &  t r e a t m e n t  

Complete the risk a s s es s m e n t  methodology, register a n d  treatment p lan. Produce the 

Statement  of Applicabil ity with justified exclus ions.  

 
 

W E E K S  6–9  

C o n t r o l  i m p l e m e n t a t i o n  

Close policy, a c c e s s ,  logging,  c ha ng e ,  vendor a nd  incident g a ps .  E v ery  control gets  a  n a m e d  

owner a n d  a  repeatable ev iden ce  source. 

 
 

W E E K S  1 0 –1 1  

E v i d e n c e  &  i n t e r n a l  a u d i t  

Collect one full cy c l e  of operating ev idence,  run the internal audit and  close nonconformities 

before the auditor s e e s  them.  

 
 

W E E K  1 2  

M a n a g e m e n t  r e v i e w  &  a u d i t  r e a d i n e s s  

Management  review, corrective action log, auditor shortlist a nd  s tage  1  preparation pack .  
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I S O  2 7 0 0 1 : 2 0 2 2  d o c u m e n t a t i o n  c h e c k l i s t  
 

Mandatory records an  accredited certification body will a s k  to see.  Treat e ach  a s  a  working 

document with a  version history, not a  template you s ign  once. 

 
ISMS s cop e statement, inc lud ing  exc lus ion s  a n d  their justification. 

 

Information s ecuri ty  pol icy  a n d  m e a s u r a b l e  s ecuri ty  objectives.  
 

R i s k  a s s e s s m e n t  a n d  r is k  treatment methodology,  p lus  docu mented  results.  
 

State ment of Appl icabi l ity  cover ing  all  9 3  A n n e x  A  controls.  
 

R i s k  treatment p lan  with owners,  d u e  d ates  a n d  res idua l  r isk  a c c e p ta nc e .  
 

E v i d e n c e  of competenc e,  awa r e n e s s  tra in ing a n d  role a s s i g n m e n ts .  
 

Monitoring, m e a s u r e m e n t ,  an a lys i s  a n d  evaluation results .  
 

Internal  audit p rog r a m m e  a n d  audit  reports.  
 

M a na g e m e n t  rev iew mi nutes  a n d  decis ions.  
 

Nonconformity a n d  corrective action records.  
 

Operational  p l ann in g  a n d  control records  for in-scope p roces s es .  
 

Supp l ier  a n d  third-party securi ty  a g r e e m e n ts  a n d  rev iew records.  
 
 
 

S O C  2  e v i d e n c e  m a t r i x  — s t a r t  h e r e  
 

Com mon  Criter ia  (Secur ity )  is  mandatory ;  a d d  Avai labil i ty,  Confidentiality,  Process ing  

Integrity or Pr ivacy  only where you m a k e  customer commitments .  

Map e a c h  criterion to a  control, a  s y s t e m  of record a n d  a  s a m p l i n g  f re quency  before the 

observation window opens.  

T y p e  1  attests d e s i g n  at a  point in t ime;  T y p e  2  tests operating effect iveness  over  three to 

twelve months.  

R e u s e  IS O 2 7 0 0 1  controls where they overlap  — typical ly  more than half the control set.  
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G D P R  &  D P D P A  p r i v a c y  r e a d i n e s s  
 

D a ta  inventory  a n d  records  of p roc es s ing ,  m a p p e d  to lawful b a s i s  or notified purpose.  
 

L a y e r e d  p r i v a c y  notices  in e v e r y  collection cha nnel ,  in the l a n g u a g e s  you operate in. 
 

Consent capture,  withdrawal a n d  audit  trail — i nc lud ing  granu lar  consent for DPDPA.  
 

D a ta  subject  a n d  data  pr incipal  request  workflow with statutory res pons e  c locks .  
 

Cross-border  transfer m e c h a n i s m  a s s e s s m e n t  a n d  contractual s a fe g u ard s .  
 

B r e a c h  detection, a s s e s s m e n t  a n d  notification runbook with regulator t imel ines .  
 

Processor a n d  sub-processor d u e  d i l igence  a n d  contract c l a us es .  
 

Retention s c h e d u l e  a n d  defens ib le  deletion e v id e n c e.  
 
 
 

N i n e  b o a r d  m e t r i c s  t h a t  s u r v i v e  s c r u t i n y  
 
 
 

0 1      Cr it ica l  a n d  h i g h  f in d i n gs  o p e n  p a s t  S L A  

 
 

0 3      A s s e t s  u n d e r  vu lner ab i l i t y  m a n a g e m e n t  

 
 

0 5      P r iv i leged  a c c o u n t s  with MFA e nf o r c e d  

 
 

0 7      B a c k u p  r es t or e  t es t s  p a s s e d  

0 2      M ean t im e  to r e m e d i a t e  b y  s e v e r i t y  

 
 

0 4      P h is h i n g  s im ulat i on  fa i lure  r a t e  t r end  

 
 

0 6      T hir d  par t ies  r ev iewed in 1 2  m o n t h s  

 
 

0 8      S ec u r i t y  inc i de nt s  b y  c a t e g o r y  a n d  i m p a c t  

 
 

0 9      C ontr ol  e v i d e n c e  co l lect ed  o n  s c h e d u l e  

 
 
 
 
 

W a n t  t h i s  m a p p e d  t o  y o u r  s c o p e ?  
 

Book a  free 3 0 - m i n u t e  s cop in g  ca l l  a n d  we will tel l  you t h e  s m a l l e s t  cred ib le  p a t h  

to your d ea d l in e  — cybersent inels . in /conta ct  
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